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Background of the Program: 

• There are nine target supported states by the World Bank under its Program Towards 

Elimination of Tuberculosis (PTET) and as per DLI 2.1, targeted states must initiate DBT 

payments using Digital Signature Certificate (DSC) 

• For Year 1 (’19 – ’20) of DLI State’s target is to achieve coverage in 20% districts with an 

increase of 20% every subsequent year till Year 4 

• A directive guideline was issued by CTD1 in the month of January ’20 and received at State 

• This guidance documents aims to ease the DSC Implementation process by highlighting steps 

which States may adopt to achieve rollout of the DSCs under the Program 

 

Brief Overview of Digital Signatures 

Before States take up the Implementation and rollout of DSCs it is important to also understand 

what Digital Signatures are and what is the difference between Digital Signatures and Handwritten 

Signatures.  

1. Digital Signatures -  

A digital signature is an electronic signature that can be used to authenticate the identity of the 

signer of a document. Digital signatures are easily transportable, cannot be imitated by someone 

else, and can be automatically time stamped. A digital signature can be used with any kind of 

message, whether it is encrypted or plaintext. Thus, Digital Signatures provide the following three 

features2: -   

a) Authentication - Digital signatures are used to authenticate the source of messages. The 

ownership of a digital signature key is bound to a specific user and thus a valid signature 

shows that the message was sent by that user 

 

b) Integrity - In many scenarios, the sender and receiver of a message need assurance that the 

message has not been altered during transmission. Digital Signatures provide this feature by 

using cryptographic message digest functions  

 

c) Non-Repudiation – Digital signatures ensure that the sender who has signed the information 

cannot later deny having signed it 

 
 

2. Digital Signatures versus Handwritten Signatures  

 

A handwritten signature scanned and digitally attached with a document does not qualify as a 

Digital Signature.  An ink signature can be easily replicated from one document to another by 

copying the image manually or electronically. Digital Signatures cryptographically (protecting 

information by transforming it in secure format) bind an electronic identity to an electronic 

document and the digital signature cannot be copied to another document.  

 

 
1 Central Tuberculosis Division 
2 Ministry of Communications and Information Technology, Government of India 
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A. Pre-Implementation Process 

Below section details the process of three major activities which should ideally be carried out before 

the actual Implementation starts at pre identified sites.  

I. Formation of Core Committee  

It is advised to States to form the Core committee to implement the program smoothly. Following 

members could be part of this Committee-  

At State Level 

1. Director- Public and Health Services (PHS) / Finance-NHM3 

2. State Accounts officers + one member from IT Department 

3. PFMS4 Consultant 

4. Program Partner person who will be managing the entire program 

At District Level 

1. CMHO5/ACMO 

i. District Accounts Manager 

ii. Data entry operator to support 

2. District TB-Officers 

i. District Accounts Officer 

ii. Data entry operator to support 

 

II. Administrative Process: (at State Level) 

After receipt of email from CTD following three steps should ideally by followed at State 

Program Office to ensure timely procurement of DSCs. (Please refer Annexure-1 for 

email from CTD). 

1. STO to initiate file for seeking necessary approvals from the authorities (Director- 

Finance, MD-NHM, and PS6 / ACS -Health) on rollout of DSC-System for all the DBT-

Payments as per the State General Financial Rules under the program 

 

2. STO to nominate one person (State Account Officer or as decided) under which the 

DSC Implementation will take place   

 

3. It is also advised that a directive communication may be given by the office of 

Director-PHS to all the CMHO’s and DTO’s, highlighting that under the NTEP7 the DBT 

payments in following schemes (as highlighted below) must be routed through Digital 

Signature Certificates only. The District Program Committee (TB) which ideally 

comprises of Member Secretary (DTO) and the Chairman (CMHO) should confirm back 

to the State Program Office on the procurement of the DSC keys within seven days.  

 
3 National Health Mission 
4 Public Financial Management System 
5 Chief Medical Health Officer  
6 Principal Secretary 
7 National Tuberculosis Elimination Program 
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i. Nikshay Poshan Yojana 

ii. Private Provider Incentive Scheme 

iii. Tribal support Scheme 

iv. Treatment supporter Honorarium 

 

III. Procurement Process of Digital Signature Certificate (DSC) 

The procurement of DSC can be undertaken from any authorized agency by NIC8 (Refer to 

Annexure -2 as list of Certified authorities and Annexure- 3 for the Sample request form) 

With reference to point no 3, It was also advised that the District authorities (DTO/CHMO) 

might book the expenditure for DSC-Procurement under “Office Operation” head. In 

cases where there is no budget available, the DPC should reach out to the State TB Office. 

 

B. Other prerequisite requirements for Implementation  

Hardware Prerequisite: 

1. The Computer machine / Desktop which is used for the DSC setup should support the 

PFMS-system settings 

System Software Prerequisites: 

1. Computer- Operating System 

a. Operating system for DSC-setup should at least be Windows 7 

b. In case of Windows 7 Operating system, Service Pack 1 must be installed in the 

system 

 

2. Add-On Applications 

a. Internet Explorer 11 must be installed in the system 

 

3. Application Software 

a. The latest JAVA-with its update must be installed in the system. 

i. Please refer to link https://www.java.com/en/download/ 

ii. Or the installation guide available on the link 

https://nikshay.zendesk.com/hc/en-us/sections/360008223952-DSC-based-

payments-in-PFMS. 

 

b. Installation of DSC-Key Drivers and applications. 

i. Installation of Driver for DSC-key is a onetime activity, and it automatically 

runs during the enrollment of DSC-Key in PFMS 

ii. Please refer to link https://nikshay.zendesk.com/hc/en-

us/sections/360008223952-DSC-based-payments-in-PFMS and the slide 

number 16 

 

 
8 National Informatics Centre  

https://www.java.com/en/download/
https://nikshay.zendesk.com/hc/en-us/sections/360008223952-DSC-based-payments-in-PFMS
https://nikshay.zendesk.com/hc/en-us/sections/360008223952-DSC-based-payments-in-PFMS
https://nikshay.zendesk.com/hc/en-us/sections/360008223952-DSC-based-payments-in-PFMS
https://nikshay.zendesk.com/hc/en-us/sections/360008223952-DSC-based-payments-in-PFMS
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In the end, the below exhibit also shares the approximate timelines for DSC Implementation Go-Live 

  

Administrative 
Approvals (State 
Level)

DSC-Key 
Procurement 
Process

DSC-
Configuration 

ePayment Live 

15 to 20 Days 

7 to 15 Days 

2 to 5 Days 

2 to 5 Days 

An Indicative Timeline to Rollout DSC for ePayment will be 45 Days 

Note:  This document is based on the learning experience during the DSC-Implementation in 

Rajasthan, there might be some procedural changes experienced during its 

implementation in other states as per the State General Financial Rules (GFR) and the 

best practices adopted by the state. 
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Annexure -1 (email from CTD) 

On Mon, 27 Jan 2020 at 17:00, Dr Sudarsan Mandal <mandals@rntcp.org> wrote: 

Dear STOs, 

As you are aware that World Bank's Program Towards Elimination of Tuberculosis (PTET) for India is supporting 
following nine States for elimination of TB.   

# World Bank Targeted States 

1) Assam 

2) Bihar 

3) Karnataka 

4) Madhya Pradesh 

5) Maharashtra 

6) Rajasthan 

7) Tamil Nadu 

8) Uttar Pradesh 

9) West Bengal 

As a part Disbursement Linked Indicators (DLI), The World Bank supported states have to make DBT payments 

by using Digital Signature Certificate (DSC).  

You are requested to initiate the process for getting Digital Signature Certificate (DSC), for all STOs and DTOs 

at the earliest. Necessary request form is attached which is self-explanatory. Kindly get in touch with 

respective NIC Units for the same. 

DSC form can be downloaded from NIC website, which is  https://vpn.nic.in/resources/application_forms/DSC-

Request-Form.pdf. 

Regards, 

Dr Sudarsan Mandal  
MD (SPM) 
Addl.DDG (TB) 
Central TB Division 

Room No. 532 'C'-Wing, 

Ministry of Health & Family Welfare 

Nirman Bhawan, New Delhi-110011 

Office Tel: (011) - 23061130 

Email: mandals@rntcp.org 
 

 

 

 
 

  

 

 

 

 

mailto:mandals@rntcp.org
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fvpn.nic.in%2fresources%2fapplication_forms%2fDSC-Request-Form.pdf&c=E,1,xVMh53XHx4mXmUJ7cMwELvasFl4926FQAnSuhBo49mbadpK9d-kUHn3MkWjfnsFLwC1SsMcLxk78aLQX2lKpVvvoH_ULf6FSwj3W_-xnB8oG&typo=1
https://linkprotect.cudasvc.com/url?a=https%3a%2f%2fvpn.nic.in%2fresources%2fapplication_forms%2fDSC-Request-Form.pdf&c=E,1,xVMh53XHx4mXmUJ7cMwELvasFl4926FQAnSuhBo49mbadpK9d-kUHn3MkWjfnsFLwC1SsMcLxk78aLQX2lKpVvvoH_ULf6FSwj3W_-xnB8oG&typo=1
mailto:mandals@rntcp.org
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Annexure -2 (List of DSC-Key Certified agency from DSC-key can be purchased) 

National Informatics Centre (NIC) 

 

IDRBT Certifying Authority 

 

SafeScrypt CA Services, Sify Communications Ltd.  

 

(n) Code Solutions CA 

 

E-MUDHRA 

 

CDAC 

 

NSDL 

 

Capricorn 

 

 

Or can be downloaded from below mentioned link. 

http://www.mca.gov.in/MinistryV2/certifyingauthorities.html 

  

 

 

http://www.nic.in/
http://www.idrbtca.org.in/
http://www.safescrypt.com/
http://www.ncodesolutions.com/
http://www.e-mudhra.com/
https://esign.cdac.in/
https://www.egov-nsdl.co.in/
https://www.certificate.digital/
http://www.mca.gov.in/MinistryV2/certifyingauthorities.html
https://esign.cdac.in/
https://www.egov-nsdl.co.in/
https://www.certificate.digital/
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Annexure -3 (Sample Request form)
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